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In the dynamic domain of cloud computing, ensuring data security is of utmost importance. Conventional

Abstract

encryption techniques, while providing a high level of security, introduce substantial computational burdens,
rendering them impractical for environments with limited resources. In response to this predicament, our study
introduces a novel lightweight encryption framework that amalgamates Elliptic Curve Cryptography (ECC) with
Homomorphic Paillier Re-Encryption, thereby reinforcing the security of data within cloud infrastructures.

Our methodology exploits the inherent advantages of ECC, notably its ability to maintain stringent security
measures with relatively smaller key dimensions, thereby optimizing efficiency without sacrificing the level of
security. The integration of ECC with Homomorphic Paillier Encryption facilitates the execution of secure
computations on ciphered data, maintaining user privacy while permitting the cloud to perform meaningful data
operations. The re-encryption feature of our scheme ensures the secure mobility and modification of data sans
decryption, thus augmenting security measures and operational flexibility.

The proposed encryption paradigm has been validated through rigorous theoretical scrutiny and empirical
implementation, revealing marked enhancements in both computational efficiency and security measures when
juxtaposed with established encryption techniques. The empirical evidence suggests that the streamlined nature
of our encryption scheme renders it exceptionally compatible with real-world cloud applications, particularly in
scenarios where the optimization of resources is imperative.

This work contributes to the field of cloud data security by providing a scalable, efficient, and secure encryption
solution, paving the way for more secure and practical cloud computing applications.

Keywords: Elliptic Curve Cryptography; Homomorphic Encryption; Paillier Re-Encryption; Cloud data
storage, Cloud computing; Cloud Data Security; Lightweight Encryption; Secure Data Computation;
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Introduction

Cloud computing is swiftly gaining traction as a preferred method for data storage and retrieval. However, data security
remains a significant concern within this domain [1]. It's a favored choice among businesses, enterprises, and individuals
due to its cost-effectiveness, scalability, robust security, and flexibility. Cloud computing enables organizations to tap
into extensive computing resources from any global location [2]. Moreover, it facilitates the storage of substantial data
volumes, including emails, documents, applications, and complete databases, which can be disseminated across
networks in real-time [3]. This capability grants organizations the flexibility to access data and applications from any
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place, anytime, proving particularly advantageous for multi-location businesses [4]. Additionally, cloud computing aids
in slashing IT infrastructure expenses as the need to invest in and upkeep costly hardware or software is eliminated. It
also assures a more secure and dependable setting through the adoption of cutting-edge security protocols and
technology [5]. Notably, cloud computing provides scalability, enabling businesses to swiftly and effortlessly augment
their IT infrastructure in response to growth requirements [6].

Despite these advantages, cloud computing faces challenges that necessitate attention. Security is a primary issue; data
in the cloud is susceptible to cyber threats and breaches, necessitating vigilant protection by users [7]. There's also the
risk of data leakage, with the potential for unauthorized access to sensitive information. Another hurdle is scalability;
users must be capable of adjusting their cloud storage and computing resources to align with their business's evolving
demands [8].

Various methods have been devised to tackle security concerns in cloud computing, encompassing two principal
strategies: physical and logical security . Physical security measures include the creation of firewalls to deter
unauthorized access, the establishment of secure networks, the implementation of multi-level authentication
mechanisms, vigilant monitoring and logging of data access attempts, robust encryption of data, stringent access
controls, and the assurance of secure physical locations for servers and data storage !'. Logical security, on the other
hand, pertains to the software and applications utilized in cloud computing. It involves safeguarding data via encryption,
bolstering application security, managing identities and access, and employing data loss prevention tactics such as
tracking file movements and enforcing security policies to avert data loss ['!l. Furthermore, larger corporations are
advised to invest in cloud-based security solutions offered by specialized firms, ensuring access to the most advanced
and secure support systems. With appropriate security measures in place, cloud computing can be a reliable and secure
method for data storage and retrieval.

Cryptography is the art of securing digital communications, information, and data through mathematical and computer
science principles !> 131, It serves as a vital tool to thwart unauthorized access to sensitive information. Cryptography
encompasses algorithms, protocols, and encryption techniques to shield data whether in transit, at rest, or stored in the
cloud. It also includes the use of digital signatures and message authentication codes to verify the security and
authenticity of message contents ['*. As a cornerstone of cybersecurity, cryptography ensures the confidentiality,
integrity, and authenticity of digital information and communications across various applications, including secure web
browsing, email encryption, secure online banking, and protected cloud storage . In the ongoing battle against
cybercrime, cryptography plays a pivotal role by securing information from unauthorized access. As cyber threats
evolve, the importance of cryptography in maintaining the security of networks, systems, and data escalates %),
Cryptography also provides data authentication and integrity, confirming the sender's identity and the data's unaltered
state during transmission. It can protect data from unauthorized access !'”), and its encryption algorithms can be refined
over time to maintain data security amidst evolving access technologies !'*). Additionally, cryptography can authenticate
digital certificates, manage access control, and safeguard messages from alteration. By understanding and implementing
these security mechanisms, we can ensure secure communication, storage, and processing of data, thereby shielding it
from malicious entities ['°!. The cryptographic technique offers robust security coupled with high performance, making
it an exemplary choice for users seeking to secure their data 2],

To safeguard data within cloud environments, it is essential to adhere to a set of best practices that mitigate the risk of
cyber threats and breaches. These practices include understanding the shared responsibility between cloud providers and
customers for security measures; selecting reliable cloud service providers that comply with recognized security
standards; employing strong authentication methods like multifactor authentication; encrypting sensitive data both at
rest and in transit; securing the network perimeter; managing access through identity and access management systems;
maintaining visibility of the cloud security posture; establishing and enforcing cloud security policies; protecting
containerized applications; conducting regular vulnerability assessments; adopting a zero-trust security model;
performing penetration testing; ensuring compliance with regulatory requirements; having an incident response plan
ready; securing all applications; keeping the data security posture in mind; consolidating cybersecurity solutions; and
leveraging cloud detection and response strategies. By implementing these practices, organizations can significantly
enhance the security of their data in the cloud.
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Figure 1: Explaining the current cloud providers process

Image designed in : https://app.diagrams.net/

«—>
Authetication/
Autherization

-~

Authentication

Be Pe P

Companies/

Companies/providers
paniesip Users

Cloid with Securiy layer

Related works

Suganya et al. introduced a novel security encryption algorithm for cloud data storage, termed Stochastic
Gradient Descent Long Short-Term Memory (SGD-LSTM), which is augmented by the Blowfish encryption
technique ?!1. The SGD-LSTM classifier is designed to predict and prevent unauthorized access to cloud data.
This method operates in three phases: intrusion detection, authentication, and registration, utilizing the Enron
Email Dataset for validation. The Blowfish algorithm is employed to ensure that only authenticated individuals
can access information within the cloud. However, the key schedule and encryption process are time-intensive,
necessitating a longer duration for completion.

Kousalya et al. have enhanced RSA-based Role-Based Access Control (RBAC) using Extendable Access
Connectivity Markup Language (XACML) to bolster rights management and data encryption *?!. This
approach leverages cryptographic principles and simplifies admission management. The Rivest-Shamir-
Adleman (RSA) method provides information protection and anonymity, with RBAC focusing on user identity
verification. Nonetheless, this method is characterized by a slow data transfer rate and is not suitable for
encrypting public data.

Dawson et al. have implemented the Security of Cloud Data Using the Soldier Ant Algorithm (SAA), which
integrates the Diffie-Hellman algorithm with delta encoding techniques [**!. The method begins by generating
ASCII values for the alphabets in the plaintext to be transmitted. The Diffie-Hellman algorithm secures the
communication channel between the cloud client and service provider, while Newton Backward Interpolation
is used to decrypt the cipher text. However, this method is limited to symmetric key exchange and lacks a
robust authentication process.

Fatima et al. have developed a Particle Swarm Optimization (PSO) strategy with improved homomorphic
encryption to enhance cloud security **. The encryption key is refined using the swarm optimization process.
This innovative combination of homomorphic encryption and PSO offers a viable solution for key
management and sharing, although it results in larger cipher texts and requires additional processing time.

Swathy et al. have introduced Hybrid Cryptography for Cloud Computing Data Security, utilizing both Elliptic
Curve Cryptography and the Blowfish algorithm !, The Blowfish algorithm encrypts patient data on the
primary storage device, while the key is secured using a public key elliptic curve. The processes of key
generation, encryption, and decryption are managed by both Blowfish and ECC algorithms. Despite the robust
security provided, the encrypted image size is larger, and the implementation is complex, posing challenges
for secure deployment within a limited timeframe.
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Tablel: It describes the authors' information, the techniques and parameters used by them, and limitations.

AUTHOR’S

S1.No. NAME TECHNIQUE USED | PARAMETRS USED LIMITATIONS
Decryption time, Encryption,

1 Suganya ct.al 211, | SGD-LSTM accuracy, f-score, f-score, Long time period, Slow
precision, recall, f-score, process.

accuracy, and RMSE.

Key size, Encryption time,

Kousalya et.al Slow data transfer rate, Can’t

2 RBAC Decryption time, Execution time . .
[22] ’
. and Throughput. use for public data encryption.
3 Dawson et.al 2. | SAA Encryption time, Decryption time | Lack of authentication
’ ’ and Execution time. procedure, Long time period.
. L e Cipher texts are much larger
4 Fatima et.al (241, Homomorphic Execution time and Utilization of than the plain texts, More time
encryption, PSO Resource. .
period.

5 Swathy et.al 125 ECC and Blowfish Encryption time and Decryption Encrypted data size is bigger,

¥ e © | algorithm time. More complicate to implement.

Motivation and problem statement

In today's digital landscape, cloud data security has become increasingly critical as a multitude of companies and
individuals shift towards remote computing solutions. Effective cloud data protection necessitates diligent monitoring
to identify and rectify system vulnerabilities promptly. A key hurdle is ensuring secure data access; thus, implementing
robust authentication protocols is vital to restrict data access to authorized users only. Additionally, safeguarding data
against external threats is imperative, requiring organizations to formulate and uphold a comprehensive IT security
policy to guarantee the safety of cloud-stored data.

As cloud data security continues to advance, it is crucial for organizations to stay alert to protect their data proactively.
Engaging external cloud vendors elevates security risks, but the adoption of lightweight cryptography can significantly
bolster cloud data security. This encryption technique renders data indecipherable to unauthorized parties, adding a
crucial layer of defense, particularly for data at rest. It also facilitates secure online access and sharing of information.
Moreover, lightweight cryptography enables businesses to authenticate and manage user roles effectively in the cloud,
ensuring appropriate permissions and privileges, thereby enhancing both security and reliability.

Given the surge in cloud computing usage, encrypting data is now a fundamental aspect of securing it across cloud
platforms. Lightweight cryptography emerges as a practical and dependable method for data protection. Hence, the
advocacy for lightweight cryptography is driven by its potential to fortify cloud data security substantially.

Objectives
The major objectives of the proposed work are,

» To introduce a new multi-objective optimization algorithm for generating suitable keys for the encryption
process.

» To propose a Lightweight Elliptic Curve assisted Homomorphic Paillier Re-Encryption (LEC_HPRE)
approach for performing dual encryption process to afford security to the private input data.

» To enhance the confidentiality of each input data, cloud storage is performed and the private data is accessed
by enabling decryption process using private keys.

» To validate the performance of proposed study by evaluating varied metrics and the achieved results are
compared with other existing methods for proving the efficacy of proposed study.
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Proposed Methodology

Cloud computing represents the forefront of data storage and application execution, offering users a virtually limitless
processing capacity. Its benefits include seamless accessibility, scalability, and the sharing of resources. Despite cloud
storage's evolution into a sophisticated service model, its adoption by entities such as businesses and individuals is
hindered by concerns regarding the privacy of sensitive data. Previous studies have introduced various security
mechanisms, yet they fall short due to inherent limitations. Consequently, this study proposes a robust solution designed
to fortify cloud security through optimized key generation coupled with a Lightweight Homomorphic Cryptographic
Algorithm.

The methodology of the proposed research encompasses several stages: data acquisition, optimal key generation,
lightweight encryption, cloud storage, and decryption. The process begins with the generation of random input data for
cloud outsourcing. To enhance the efficacy of the encryption, keys are optimally selected using a novel Multi-Objective
Osprey Algorithm (MO_OA). This algorithm fine-tunes parameters such as the degree of modification, hiding ratio, and
information security ratio to derive the most effective keys. These keys are then employed in the proposed Lightweight
Elliptic Curve assisted Homomorphic Paillier Re-Encryption (LEC _HPRE) method. Initially, Elliptic Curve
Cryptography (ECC) is applied to encrypt the data, followed by a re-encryption using the Paillier cryptographic
algorithm. This dual-layer encryption significantly increases the security of the private input data before it is stored in
the cloud. Access to the private data is subsequently granted through a decryption process utilizing the private key
generated by the proposed method.
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Figure 2: Proposed validation layer

Expected outcomes

The performance of the proposed system is rigorously assessed through a comprehensive evaluation of metrics such as
encryption time, decryption time, computational overhead, and network throughput. The system's efficiency is further
substantiated by benchmarking its results against those of established methodologies.

Implementation tool:

Python - Python has been chosen as the programming language for the proposed project due to its numerous strengths
that cater to the development of complex security systems. Its user-friendly syntax ensures a smooth development
process, while its extensive libraries, such as 'PyCrypto’ and "PyCryptodome’, provide a wealth of pre-built functions
for cryptographic operations. The language's platform independence allows for deployment across various systems, and
its scalability means it can handle growing data demands efficiently. Additionally, Python's strong community support
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offers a rich resource for developers to draw upon during the project lifecycle. These attributes make Python an optimal

choice for implementing the advanced security features required for protecting data in cloud computing environments.
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